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Abstract

MOPED (MObile grouPEd Device) is a network model
that treats a user’s set of personal devices as a single, vir-
tual device. The nodes of the MOPED dynamically ag-
gregate available communication resources to provide the
user with the best possible network service. e demonstrate
MOPED'’ sresource management capability with a short se-
ries of experiments that show how the MOPED paradigm
enabl es effective group maobility.

1. Introduction

Increases in availability and capability of computation
and communication technologies have resulted in an em-
barrassment of riches: a plethora of personal devices rang-
ing from pagers and cell phones to PDAs and webpads, and
from familiar devices like laptop and desktop computers to
more exotic wearable computers and Web-enabled watches.
Many of these devices incorporate some form of wireless
communication.

As users collect multiple small computing devices, the
available communication resources increase, as does the de-
mand for coordination of these resources. The utility of
these devices has been limited by their isolation from each
other — each device must be a self-sufficient computational
and communications entity. A user is incapable of taking
advantage of a new, faster wireless technology without up-
grading each of the devices individually.

To help users control and coordinate their constantly
evolving set of mobile computing devices, we present the
MOPED (MObile grouPEd Device) paradigm. A MOPED
is a set of devices that present themselves as a single de-
vice. To the rest of the Internet, the MOPED appears to be
a normal host. A fixed host within the Internet performs as
a proxy for the MOPED, directing individual traffic flows

Thiswork was supported in part by the National Science Foundation under
grant ANI-0081308, and by Hewlett Packard Labs.

{ccarter, rhk}@iuc. edu

to and from the appropriate device within the MOPED.
As they move through the Internet, devices from the same
MOPED dynamically form a MOPED component when
they come into contact with each other, allowing them to
share communication resources.

The goal of the MOPED project is to provide service to
a user through the cooperation of the devices that is better
than the service provided by the devices working individu-
ally. Our solution provides three key benefits. First, a user
can reach the network via any of the services currently avail-
able to the devices. Second, if multiple devices have con-
nectivity, the MOPED can take advantage of the additional
resources. Finally, such connectivity smooths handoffs as
individual devices gain and lose connectivity, insulating the
user from instability.

Previous work focused on the MOPED Routing Ar-
chitecture (MRA), the basic architecture that supports
MOPEDs and enables them to move through the Internet
as distributed mobile networks [5]. The MRA enables
localized cooperation of devices through the concept of
a MOPED component, a locally connected subset of the
user’s devices. As part of a component, a node’s resources
are added to the pool of resources available to the com-
ponent. In this paper we investigate the adaptability of a
MOPED to its changing environment. Discussion of the im-
plementation of the MOPED system and some experimental
studies of resource discovery and aggregation will serve to
illuminate MOPED’s ability to assimilate network service
of many devices into a coherent whole.

In Section 2, we discuss the motivation behind the
MOPED concept. We provide a brief introduction to
MOPEDs and MOPED routing in Section 3, to allow the
reader to appreciate the results presented in Section 6. Sec-
tion 4 contains a description of the MOPED self-assembly
process, by which a MOPED discovers available resources.
We give a detailed description of our implementation of
MOPEDs in Section 5. Conclusions are drawn in Sec-
tion 7, discussing the results and laying out plans for future
MOPED work.



2. Motivation & related work

“Convergence” is a watchword for the communications
industry: the slow process of merging many pieces of per-
sonal technology into a large amalgamated device. The re-
sult of this process will be an unwieldy device that supports
dozens of communication technologies and is a mediocre
pager, cell phone, PDA, laptop, palmtop, scanner and fax.
We believe that convergence in the communications indus-
try will have the same effect as convergence in the printer,
scanner and fax industries: the creation of devices that are
dabblers in many trades, but masters of none. The miscon-
ception here is not a new one, but is the familiar assumption
that one solution can be all things to all users.

In contrast to the approach of convergence, we embrace
diversity in personal technology. Users should have the
privilege of picking and choosing from many well-focused,
specialized pieces of personal technology to form their in-
terface to cyberspace in a modular way. We refer to this
concept, and the set of devices thus formed, as a MObile
grouPEd Device (MOPED). MOPED technology forms a
fundamental network layer for this set of devices, a com-
mon system enabling the devices to coordinate and share
resources to provide the user with mobile network service.

Rapid deployment of many new wireless technologies
has produced a proliferation of wireless connectivity, with
overlapping coverage in some areas. Such diversity in com-
munications is the meat and potatoes of MOPEDs, allowing
the aggregation of many communication resources to pro-
vide the user with enhanced throughput and wider coverage
than that achievable by any single technology. All devices
in a MOPED can enjoy the advantages of a new wireless
technology simply by integrating a single device support-
ing that technology into the MOPED.

Other work in mobile networking has addressed user mo-
bility by enabling a user to carry a single mobile device with
them through the Internet; many current solutions focus on
a single host with one network interface [1, 10, 11]. We be-
lieve that the appropriate next step is mobility management
for a MOPED, the network of devices associated with one
person. All communication traffic for a MOPED user is de-
livered to the MOPED, where the final disposition of traffic
is determined. Since a MOPED is designed to support a
single user, communication with any of the devices in the
MOPED is considered successful communication with the
user. This model enables a group of devices to be mapped
into a user’s point of presence on the Internet. To the out-
side world, a MOPED appears as a single device with a sin-
gle interface or identifier. In reality, the group of devices
cooperates to provide the illusion of unity.

In this section, we discuss the factors that motivate the
MOPED design, and how they foster the MOPED’s ability
to aggregate resources. The three key factors are: support

of a single point-of-presence for a user, infrastructural sup-
port for an overlay network, and mobility of a network with
multiple points of Internet attachment. The combination of
these factors uniquely positions MOPED as a tool for user
management of communication resources.

2.1. User location

We believe that a user should be able to create a represen-
tative presence on the Internet. If the presence has a unique
network name, a single IP address, the user is built into the
network infrastructure, replacing the problem of user loca-
tion with a more traditional network location problem. This
conversion of person-location into network-location allows
our solution to interoperate with legacy applications that are
not MOPED-aware.

The user-location aspect of MOPEDs is similar to the
goal of Stanford’s Mobile People Project [9]. Mobile Peo-
ple is an architecture for allowing application-level mo-
bility: it provides a name service to resolve user names
to application-specific addresses for a user, a process Mo-
bile People calls “person-level routing.” Mobile People
provides an intermediary between communicating parties
where they may record their current address and learn oth-
ers” addresses. Both Mobile People and MOPED provide
location privacy; they make it possible to communicate
through a proxy, hiding the user’s actual location. Mobile
People does not address the grouping of several devices into
a single logical entity.

If a user has only a single device with a single interface
(e.g., a cell phone, laptop), the device can be supported via
existing techniques such as cellular telephony or MobilelP
[11]. If the device has multiple interfaces, each interface can
be used as available [13] or simultaneously [15]. If the user
wishes to use several devices with many interfaces, the only
available solution is to force the correspondent to choose
the destination, forcing the correspondent to be aware of the
complexity of a user’s suite of devices. In a MOPED, cor-
respondent hosts need not, and in fact should not, be aware
of how the devices compose to form a user presence.

2.2. Network infrastructure

A MOPED is more than a PAN. Technologies for per-
sonal area networks (PANSs) such as Bluetooth and low-
power IEEE 802.11 have come into vogue in the network-
ing research community, but they are simply mechanisms
for physical connectivity among a set of devices. We see
MOPEDs as a network-layer entity that is complementary
to the datalink-layer concept of a PAN. Although a PAN is
useful, it is not necessary to our design; indeed, we allow
separate components of connected devices to participate in
the same MOPED using external channels.
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Figure 1. A MOPED with two components and
five devices

Some recent work has focused on networks of devices
associated with a router that changes its point of attachment
to the Internet, a Mobile Router [2, 4]. Although clearly
related, a MOPED component differs from a mobile-router
network in that a MOPED is a multihop ad hoc network
with multiple points of Internet attachment. In the spec-
trum of network mobility, this places a MOPED compo-
nent somewhere between a MONET (MObile NETwork)
and a MANET (Mobile Ad hoc NETwork). Furthermore,
the MOPED is cooperatively supporting the needs of a sin-
gle user, so some problems of resource utilization may be
solved differently, i.e., such as by sacrificing one device to
preserve others more important to the user.

2.3. Mobility

A MOPED is a composite of many devices with many
network interfaces; a mobile network with multiple points
of attachment to the Internet. A single MOPED device
might itself have multiple external interfaces. MOPED is
thus a mobility solution for one or more devices with zero
or more Internet-mobile network interfaces each.

The goal of MobilelP is to make it appear that a mobile
host is not mobile, but is static located at “home” in the In-
ternet. Although MobilelP solves the problem of mobility
for a single node and interface [11], the multiple-interface,
single address nature of MOPED mobility does not align
well with MobilelP. MOPEDs must multiplex traffic des-
tined for many devices onto a single IP address. MOPEDs
may contain devices without direct Internet connection, and
thus cannot use MobilelP.

We will, however, use MobilelP as an internal compo-
nent, providing mobility (relative to the MOPED proxy) to
each individual interface on a MOPED device that can be
used for external connectivity. MobilelP is ideally suited to
this role in the MOPED architecture and allows a MOPED
to take advantage of any deployed MobilelP infrastructure.

2.4. Resource discovery and aggregation

Users with several devices with diverse network re-
sources would like the devices to share resources to achieve
better service and wider coverage. Such resource-based co-
operative networking is a benefit of MOPED technology.

Consider a MOPED component comprised of a PDA
with a cellular modem, a cell phone, and a laptop with no
connectivity, all connected by a PAN (the left component
in Figure 1). While the user is talking on the phone, traffic
for the laptop can be routed through the PDA. To support
this, the MOPED proxy routes flows for different endpoints
within the MOPED to the appropriate external interface. If
the user is participating in a videoconference on the lap-
top, the audio could be routed through the phone, while
the video is routed through the cellular modem, providing
more bandwidth to the application than had a single inter-
face been used. Since the endpoint of the communication is
the laptop, traditional routing support cannot route the sep-
arate flows to the same endpoint along different paths.

We believe that MOPED should support bandwidth ag-
gregation with flow-level granularity, i.e., all packets in a
particular flow — identified by IP protocol, and source &
destination IP addresses and transport-layer port numbers —
should follow the same path. A finer level of granularity, di-
recting packets from the same flow to follow different paths,
could cause severe packet reordering which transport layers
such as TCP will interpret as loss [12].

If an application has requirements for a single flow
which are greater than the bandwidth provided by any of
the external connections individually, specialized transport
protocols [6, 7, 8] can utilize all available bandwidth by in-
verse multiplexing the flow across multiple paths. MOPED
provides flow-based and packet-based routing to provide
transport layer protocols the ability to realize these poten-
tial bandwidth improvements.

Aggregation of multiple channels has benefits beyond
the obvious enhancement of bandwidth. By using multi-
ple or all available channels simultaneously, the MOPED is
freed from the necessity of probing and measuring individ-
ual paths and trying to determine which interface is best.
Diversity of communication channels also enhances relia-
bility, by making the MOPED robust against the potential
failure of a single channel.

When establishing a new connection, a user would like
for the system to route that connection over the best inter-
face for that connection’s requirements. What “best” means
in this case can be very complex, and unpredictable. The
best interface for that connection may vary over time as a
result of factors beyond the user’s control, or the system’s
knowledge. Often there is no way to prejudge the best in-
terface for a given connection, and so a solution that avoids
even the necessity of choosing is ideal.



3. MOPED design

The MOPED Routing Architecture (MRA) is a frame-
work that enables a collection of devices to appear as a vir-
tual distributed device overlaid on the Internet. The nodes
that form the MOPED are assisted by a proxy that is fixed
within the Internet. The MRA routes packets between nodes
of a MOPED and, via the proxy, to correspondent hosts
on the Internet, which may not be MOPED-aware or even
mobility-aware. The MOPED Routing Architecture is pre-
sented in more detail in earlier work [5].

In MOPED nomenclature, a node that can communicate
directly with the Internet is termed a perimeter node, and a
node that can communicate with the Internet only indirectly
through others is an internal node. A set of nodes that can
reach each other using paths that pass only through internal
interfaces is a component (from “connected component”).
We expect a MOPED frequently to be partitioned into mul-
tiple components, and still continue to function normally.
An example MOPED is depicted in Figure 1. In the com-
ponent on the left in Figure 1, the cell phone and PDA are
perimeter nodes, and the laptop is an internal node. Due to
the potential of multiple external interfaces for each compo-
nent, there may be multiple paths between each component
and the proxy, although only one external interface is nec-
essary to support connectivity to a component.

3.1. MOPED routing

A MOPED has a single official IP address by which it
may be reached, and must have a supporting proxy to direct
traffic to individual nodes from the home network. From the
perspective of a node, traffic for other nodes in its compo-
nent (internal traffic) and traffic destined outside the com-
ponent (external traffic) must be handled differently.

There are three aspects of MOPED that prohibit the use
of traditional IP routing: addressability, the necessity of
addressing each internal device individually although the
MOPED itself has only one public IP address; mobility,
managing the mobility of the MOPED devices relative to
the proxy and each other; and path selection, the ability to
selectively utilize many paths from a node to the proxy to
enhance throughput and reliability.

Mobility There are two types of mobility we consider
in a MOPED: mobility of components with respect to the
proxy, i.e., mobility through the Internet proper, and mobil-
ity of nodes within a component. Mobility of components
through the Internet is well addressed by MobilelP, if each
external interface is assigned a home address. Devices with
external connectivity use MobilelP to establish a channel
to the proxy, forming a link between the node’s component
and the proxy in the overlay network. Within a component,

nodes locate their peers with a simple ad hoc routing proto-
col; this allows devices to dynamically assemble a compo-
nent (see Section 4).

Addressability To deliver incoming packets to the proper
endpoint in the MOPED, the proxy must maintain a map-
ping between the public IP address that identifies the
MOPED and the internal IP addresses that identify the
nodes. Network Address and Port Translation (NAPT), al-
though traditionally used as a solution to the problem of ad-
dress space pressure in IPv4, in a MOPED solves the prob-
lem of addressing specific nodes. In the MOPED Routing
Architecture, NAPT multiplexes the entire MOPED on to a
single address.

The MRA assigns to each device a static, private IP ad-
dress in the MOPED overlay network — a node identifier.
These addresses need not have significance outside of the
MOPED, except as targets for NAT within the proxy. The
NAT layer’s sole responsibility is to maintain a mapping
from correspondent host IP and port number to internal IP.

Path selection The final task necessary for the MRA is
path selection. We believe that the bottleneck for com-
munication resources in MOPEDs will be the hop from
the perimeter nodes to the infrastructure, and not in the
MOPED-internal links; lower bandwidth technologies usu-
ally have larger coverage areas than high bandwidth tech-
nologies. To enable cooperative resource utilization, traf-
fic flows in the MOPED must load balance in a reasonable
way across the interfaces on the perimeter of each com-
ponent. The path selection mechanism enables a node to
intelligently schedule packets through particular perimeter
interfaces on their route to the proxy.

The MOPED’s utilization of multiple communication
channels is at a higher level than traditional cellular hand-
offs. Via the path selection mechanism, a MOPED uses
multiple channels simultaneously to carry different traffic.
This is distinctly unlike the failover characteristics of ver-
tical handoffs [13] or the MobilelP error-robustness tech-
nique of simultaneous mobility bindings [11].

3.2. Address hierarchy

The MOPED Routing Architecture uses four distinct
kinds of network addresses:

1. The MOPED IP address. This is the official, public
IP address used to identify the MOPED, and conse-
quently its owner.

2. Internal IP addresses. These addresses are used to
identify particular nodes or their interfaces; they have
meaning only within the MOPED and its proxy.



3. Perimeter IP addresses. These are the MobilelP home
addresses of the external interfaces on the MOPED de-
vices.

4, Care-of-Addresses. These are the IP addresses to
which the MOPED external interfaces are currently
bound by MobilelP.

3.3. Routing through the MOPED

Intuitively, when a packet arrives from a correspondent
host addressed to the MOPED, the proxy must determine:

1. To which node the packet should be delivered—an in-
ternal IP address.

2. Through which external interface the packet must be
routed to reach the target node’s component.

3. Exactly where in the Internet that external interface is.

Upon arrival at that external interface, the receiving perime-
ter node then uses the internal routing protocol to deliver the
packet to the final destination node. The destination node
may then record the path taken by the packet, to ensure that
return packets follow the same path.

Conversely, when a node transmits a packet to some
other host, it must determine if the target is a node in this
component; if so, it uses the internal routing protocol to
deliver the packet. Otherwise, the target is in another com-
ponent, or is simply outside of the MOPED—the packet is
redirected to the proxy through a selected perimeter node
and external interface on that node. At the proxy, the pro-
cess used for delivery to the MOPED is reversed: the proxy
mangles the source address in the packet, so that it appears
to come from the official, public MOPED address, and tra-
ditional IP routing delivers the packet to the target host.

4. MOPED assembly

The abilities of a MOPED to route internally, aggregate
external communication resources, and determine the struc-
ture of its own component are closely interrelated. Nodes
participate in discovery and an ad hoc routing process that
we term assembly. Assembly is a two-level hierarchical sys-
tem that enables the nodes to form components and inform
the proxy of the components’ composition and location in
the Internet.

At system start-up time, a node has no knowledge of its
environment or any neighboring nodes. The dynamic nature
of a MOPED makes static configuration of such informa-
tion prohibitive, as it would inhibit the MOPED’s usability
and preclude the incorporation of MOPED technology into
a consumer oriented device. The node is not even aware
which of its network interfaces are to be used for internal,

and which for external communication. The process of as-
sembling such a collection of isolated devices into a coher-
ent component should be as quick as possible, and require
no static configuration (or as little as is feasible).

The dichotomy of internal/external interfaces, although
a useful tool for exposition, does not truly exist in the
MOPED system — every interface is treated simultaneously
as both an internal and external interface. Two separate pro-
cesses manage the external/internal aspects of an interface
so as not to interfere with each other. The “external” inter-
face manager’s job is simply to seek out networks to which
the interface can attach. Such external connectivity to a net-
work is made possible by the presence of MobilelP foreign
agents or the availability of DHCP services that the man-
ager can use to assign a local address to the interface so that
it may connect to the network infrastructure, and thus to the
proxy. The task assigned the “internal” interface manager
is much more complicated.

The internal manager is responsible for finding other
nodes participating in the same MOPED and associating
them into a component — the first level of the assembly hi-
erarchy. Periodic beacons multicast on the interface inform
a node’s neighbors of its presence; each node assembles a
neighbor list for each of its interfaces. The neighbor lists
are subject to continuing maintenance and are used as input
to an ad hoc routing protocol.

The ad hoc routing protocol is a special-purpose link-
state protocol for MOPED components. Link state proto-
cols distribute complete global information about the com-
ponent, allowing any node to make optimal decisions about
the network state within its component. The high over-
heads often associated with proactive protocols, especially
full-topology link state protocols, are not a problem in the
MOPED environment due to the small expected size of a
component (on the order of 4-6 nodes). To enable the global
dissemination of extensive link, interface, and node state
throughout the MOPED, a link state routing protocol is the
most viable choice.

Each node assembles a link state packet (LSP) contain-
ing the list of its neighboring nodes, and a list of its ex-
ternal interfaces. Flooding of these LSPs throughout the
component informs each node of the component’s topology
and composition, allowing a node to locally make effective
routing decisions. The LSPs are maintained by the neighbor
discovery process, and re-flooded when the neighbor list —
or set of external interfaces — changes. We again make the
point that the frequency and volume of LSP updates is neg-
ligible for an ad hoc network consisting of only a handful
of devices. The flooding process also enables the nodes to
participate in an election process to determine a component
leader. The component leader represents the component in
the second level of the MOPED routing hierarchy.

The leader of each component transmits an abbreviated



version of its LSP database to the proxy. This message
contains only the node IDs that compose the component,
and the set of external interfaces associated with each node.
With this information, the proxy can determine how to
route to each node in the MOPED and when route bind-
ings must be changed due to mobility of devices and com-
ponent partitioning. Future extensions to the second-level
routing protocol will enable the proxy to disseminate the
components’ LSP databases to each other, enabling opti-
mized component-to-component routing.

5. Implementation

The MRA is implemented atop the Linux 2.4 kernel, run-
ning on our MOPED testbed described in Section 6.1. We
use the netfilter NAT functionality built-in to Linux as the
MRA’s NAT layer. The modularity of the architecture al-
lows us to easily combine this component with a MOPED-
specific routing agent. The routing agent is realized as
a single user-space process — the MOPED Routing Dae-
mon (MRD) at the nodes, and the MOPED Proxy Daemon
(MPD) at the proxy. Both daemons are user-space applica-
tions that use the Linux kernel’s Universal Tunnel driver to
intercept packets from and inject packets directly into the
kernel network stack.

To realize the complicated MOPED address structure,
three network prefixes are necessary:

1. The public IP address that identifies the particular
MOPED. (In this case, 192. 17. 240. 48).

2. The perimeter IP subnet — the set of addresses that con-
tains the home address of each external interface. Our
testbed uses the prefix 192. 17. 240. 48/ 29. This
subnet is large enough to allow for 7 external inter-
faces, since broadcast functionality is not used.

3. The MOPED-internal IP subnet — the set of addresses
from which MOPED internal addresses and node 1Ds
are drawn. Since these addresses are only used within
the MOPED and its proxy, this can be any non-
allocated IP subnet. We use 10. 0. 0. 0/ 16 for the
example.

The current implementation structures the internal ad-
dress space so that node number x has node ID 10. 0. x. O
and internal interfaces numbered from 10.0.x.1 -
10. 0. x. 255. This address space structure is convenient
in that it allows a node to instantly allocate an internal in-
terface address when it discovers a new interface (such as
when a PCMCIA card is inserted). The node 1D, network
prefixes and proxy address are the only pieces of configura-
tion that must be user-supplied.

5.1. Flow-based routing

Both routing agents participate in flow-based routing;
a common module manages flow-specific routes. Specifi-
cally, the routing agents manage a route table, whose en-
tries can match any subset of the attributes of a flow-specific
route tuple (internal IP, internal port, external IP, external
port, protocol). These flow-route specifications are used
on demand to generate fully-qualified routes (with no wild-
cards) for the route cache. Packets which do not match any
entries in the route cache or routing table are passed to the
multipath routing policy algorithm, which chooses an ap-
propriate path for the flow (based on user-configured rout-
ing policy) and inserts that path into the route cache.

Since all route cache entries are fully qualified, route
lookups that hit in the cache require only a single hash table
lookup. Route cache entries expire if unused for a some pe-
riod of time, currently empirically chosen as 3 minutes. The
stability of these cache entries ensures that packets from the
same transport-layer flow follow the same path, and do not
experience cross-channel reordering.

5.2. MOPED proxy daemon

The MPD is responsible for:

1. transparently translating the MOPED public address to
a specific internal node’s ID,

2. intercepting traffic to MOPED internal addresses,

3. encapsulating the packet with a routing header and

4. directing the packet toward the home address of an ex-
ternal interface on the target node’s component.

Since the Linux kernel itself handles address translation,
the MPD must create a set of netfilter rules that affect trans-
lation of MOPED-internal addresses to/from MOPED pub-
lic address for incoming and outgoing traffic. Similar fire-
wall port-forwarding rules allow nodes to “publish” ports
that can be reached by correspondent hosts who initiate con-
nections to the MOPED. An example of a MOPED firewall
rule set is shown in Figure 2. Rules are structured so as
to interfere as little as possible with non-MOPED network
traffic. The proxy creates two chains at startup time, the
nopdvrt and nmopsnat chains, which apply to traffic in-
coming to and leaving from the MOPED, respectively. For
each MOPED that a proxy supports, it

e creates an entry on the nopsnat chain that instructs
the kernel to NAT that MOPED’s internal address
space onto its public address, and

e creates an entry in the mopdvrt chain that passes
traffic destined for that MOPED to a new, MOPED-
specific chain (mopO in the example). The MOPED-
specific chain is populated with rules for each service
exported from the MOPED.



Chai n PREROUTI NG (pol i cy ACCEPT)
target prot opt source
nopdvrt al l 0.0.0.0/0

destination
0.0.0.0/0

Chai n POSTROUTI NG (pol i cy ACCEPT)
tar get prot opt source
nopsnat al l 0.0.0.0/0

destination
0.0.0.0/0

Chai n OQUTPUT (policy ACCEPT)
target prot opt source
nopdvrt al l 0.0.0.0/0

destination
0.0.0.0/0

Chain nmop0 (1 references)
target prot opt source
DNAT tep - 0.0.0.0/0
tcp dpt:22 to:10.0.3.0:22

destination
0.0.0.0/0

Chai n nopdvrt (2 references)
target prot opt source
nmop0 al | 0.0.0.0/0

destination
192.17. 240. 48

Chai n nopsnat (1 references)

target prot opt source

SNAT al | 10.0.0.0/ 16
to:192.17.240. 48

destination
0.0.0.0/0

Figure 2. Sample netfilter rules for a
MOPED; output from i ptables -t nat -L
-n. The MOPED is running an ssh server on
TCP port 22

The use of separate nopdvrt and nopsnat chains min-
imizes the number of rules in the global PREROUTI NG,
POSTROUTI NG, and QUTPUT chains, reducing the poten-
tial for interference with other netfilter clients, such as fire-
wall managers.

Once the addresses are translated to node 1Ds, they must
be captured by the MPD for flow-specific routing (a feature
the Linux kernel does not provide). The MPD affects this
capture by making a route for the MOPED internal subnet
prefix that points to its universal tunnel interface. This route
forces the kernel to queue packets with matching destina-
tions to a device file from which the MPD can read them.
The packets are then encapsulated, and injected back into
the kernel where MobilelP’s routing handles delivery to the
component. The encapsulation used is MOPED Routing
Encapsulation (MRCAP), a very lightweight encapsulation
devised specifically for MOPED routing.

The reverse path, from the MOPED to correspondent
hosts, is simple. The MPD decapsulates packets (after
recording any flow binding contained in the encapsulation
header) and relays the payload packet into the kernel net-
work stack for address translation.

5.3. MOPED routing daemon

The MRD is a much more complex entity than the MPD.
Its responsibilities include:

1. participation in assembly,

2. component-internal route management,

capture of and multipath selection for external traffic,

4. interfacing transports with the MOPED routing sys-
tem.

w

The MRD’s role in assembly is detailed in Section 4. In-
ternal interface addresses are installed with a full netmask
of 255. 255. 255. 255, so that the kernel does not for-
ward any packets on this interface unless the MRD itself
installs routes allowing it to do so.

Routes to other nodes in the same component (and their
associated external interfaces) are disseminated via the link
state routing protocol, and installed directly in the kernel
routing table as host-specific routes. Component-local traf-
fic is thus handled directly by standard IP hop-by-hop rout-
ing, with no per-packet processing.

The MRD manipulates kernel routing tables to direct
externally destined packets into the tunnel device, so that
they may be captured and have their path to the proxy se-
lected appropriately. All routes installed by the MRD are
kept in a separate kernel route table, so that routes installed
by interface configuration tools and MobilelP in the main
route table can still be used without interfering with the
MRD. The MRD can then delegate specific routes to the
mai n table by installing throw rules in the noped route
table that instruct the kernel to lookup routes for match-
ing destinations in the mai n route table. A representa-
tive set of route tables is shown in Figure 3. In this ex-
ample, nr dO is the name of the MRD’s universal tunnel
interface. This node has ID 10. 0. 3. 0 — the source ad-
dress of the default route into the tunnel. The node has
installed routes to its peers 10. 0. 4. 0 and 10. 0. 5. 0,
specifically from its interface 10. 0. 3. 1 to their inter-
faces 10. 0. 4. 1 and 10. 0. 5. 1. The MRD makes this

t hrow 255. 255. 255. 255 tabl e noped

10.0.4.0 via 10.0.4.1 dev ethO table noped proto 169
src 10.0.3.0

10.0.4.1 dev ethO table noped proto 169 scope host
src 10.0.3.1

192.17.240.55 via 10.0.5.1 dev eth0O table nopped
proto 169 src 10.0.3.0

10.0.5.0 via 10.0.5.1 dev ethO table noped proto 169
src 10.0.3.0

10.0.5.1 dev ethO table noped proto 169 scope host
src 10.0.3.1

throw 192. 17. 240.48/ 29 table noped

default dev ntrd0O table noped scope link src 10.0.3.0

192.17. 240.56 dev ppp0 proto kerne
src 192.17.240.51

192.17.240. 32/ 27 dev ethl proto kerne
src 192.17.240.50

127.0.0.0/8 dev o scope link

default via 192.17.240.33 dev ethl

scope |ink

scope |ink

Figure 3. Sample kernel route tables for a
MOPED; outputfromip route list table
al |
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Figure 4. The MOPED testbed network

multiplicity of routes — a separate route to each interface —
available for future in-component multipath route optimiza-
tions. The default route in the moped route table forces
all externally destined packets into the tunnel, so that the
MRD may perform flow-specific routing. After choosing
an appropriate path to the proxy, the MRD encapsulates the
packet and delivers it to the chosen perimeter node with
standard IP routing. This node has a route to external in-
terface 192. 17. 240. 55, and is attached to interfaces
192.17.240.50and 192. 17. 240. 51. This route ta-
ble corresponds to the node marked “Node 3” in Figure 4.

At perimeter nodes, the Linux SO.BI NDTODEVI CE
socket option [15] is used to force packets through raw
sockets bound to the proper external interface. Such exter-
nal interfaces may, in fact, be virtual interfaces representing
the end of a MobilelP established tunnel, which will then
encapsulate the packets. and deliver them through the In-
ternet to the proxy. A future integration of the MRD with a
MobilelP agent will merge the two layers of encapsulation,
reducing overhead for bidirectional tunneled traffic. Some
possible routing optimizations to eliminate “triangle rout-
ing” are presented in our previous work [5].

5.4. MOPED routing agent coordination

There is a simple exchange of control messages between
the MRDs and the MPD. The control messages:

o remotely establish flow-route table entries,

e publish ports to the outside world (i.e., export services
from the MOPED), and

e transfer component topology from the component
leaders to the MPD.

Control messages are piggy-backed on data packets (as an
extension to the encapsulation header) when possible. Since
control messages are usually small — on the order of the

size of the IP packet header — and sent infrequently, piggy-
backing can save overhead.

6. Experimental results

We describe the experiments that illustrate MOPED’s
ability to utilize multiple channels to enhance the user’s
perceived level of network service. The first set of exper-
iments in Section 6.2 shows the aggregation of bandwidth
from multiple channels to improve throughput, and the sec-
ond set in Section 6.3 shows how diverse channels can be
used to smooth handoffs due to mobility.

6.1. Experimental setup

All tests were performed on the single-component
MOPED test network depicted in Figure 4. Since our as-
sumption is that the perimeter links will be the bottleneck
for throughput to the component, we used wired Ethernet
for the component-internal link technology. The bandwidth
of the internal link is greater than the sum of all external link
bandwidths, so that the internal subnet will never constrict
throughput for external traffic.

Three different, non-conflicting wireless technologies
are used to connect the component to the Internet: 914MHz
Lucent WaveL AN, IEEE 802.11b WaveLAN/IEEE, and
4Mb Fast InfraRed (FIR). There are no distinguishing char-
acteristics that influenced the choice of these wireless tech-
nologies — they were chosen for quality of driver support
and for the fact that none of the three will conflict and re-
duce the bandwidth perceived by another link. No other
traffic was on the network during testing, to avoid conges-
tive interference.

The three nodes are a variety of x86 laptops all running
a Linux 2.4 kernel and the MOPED routing daemon. The
Proxy is a desktop x86 machine also running a 2.4 Linux



802.11b (1Mb/s) IR  914MHz Aggregate (IMb/s) 802.11b (11Mb/s) Aggregate (11Mb/s)
Goodput 92 KB/s 122 KB/s 126 KB/s 295 KB/s 525 KB/s 711 KB/s
ETA 356 s 269 s 260s 111s 62s 46 s

Table 1. Results for the 32MB transfer

kernel. We do not describe details of machine configu-
ration since we have not yet focused on performance of
the MOPED software. The tests were designed so that all
processors were capable of forwarding packets at wireline
speed, so there were no congestive losses due to inability of
the processors to maintain full speed routing. The network
node labeled “Internet Router” in the diagram is simply an
access point for the IR and 914MHz links; it contains no
special support and is not affiliated with the MOPED. All
tests were run after the assembly process had reached a sta-
ble state, a process which happens very quickly in such a
small network.

All transport tests transferred data from the Correspon-
dent Node (CN) into the MOPED. We used a transport
protocol influenced by prior work on inverse multiplexing
[6, 7, 8], the MOPED inverse multiplexing transport pro-
tocol (MIXTP). MIXTP is a self-clocking, window-based
protocol that mimics TCP NewReno [3] on a per-channel
basis, with extensions to enable inverse multiplexing of
data packets across several channels. For single channel
tests, MIXTP (with these extensions disabled) was used as a
very close approximation to the behavior of TCP NewReno.
MIXTP also forgoes the wireless-specific loss discrimina-
tion techniques used by prior protocols, pessimizing the
throughput achievable in a wireless environment. The goal
of these experiments is to purely isolate the effects of re-
source aggregation on transport service.

6.2. Aggregation

In this experiment, the MOPED user wishes to down-
load a significant amount of bulk data (32MB) from the CN
to Node 2 in the MOPED. The perceptive reader will note
from the diagram that Node 2 has no external connectivity,
and is thus dependent on the MOPED system to provide
connectivity. We contrast the network service perceived
when using a single-channel transport over the best avail-
able channel, and that of a multiplexing transport over all
available channels. All results reported are averaged over
ten runs to eliminate variations.

In a real-world environment, choosing the best available
channel is a very tricky proposition. While the peak raw
bandwidth of each attached interface may be known, that
figure does not necessarily indicate the amount of available
bandwidth from that interface, which may be affected by
factors such as noise, interference from other senders, or

congestion on some link between a sender and receiver. We
simulate this uncertainty in this experiment by restricting
the bandwidth of the 802.11b interface to 1 Megabit/second,
using the Linux i wconf i g [14] tool to constrain the inter-
face driver to use only the basic 1 Mb/s 802.11 modulation
scheme. This approximates the effect of locating the user at
the edge of an 802.11 cell, where the radio is only able to
sustain low transmission rates.

Table 1 shows the results achieved by this transfer for
various choices of transport channel. If the choice of the
“best” channel is made statically, the 802.11b link is the
clear winner at 525 KB/s. At this rate, the entire transfer
would complete in about 62 seconds. Under adverse chan-
nel conditions due to e.g. interference or multipath interfer-
ence, the 1 Mb/s restricted 802.11b link has the worst data
rate, stretching the transfer time to 356 seconds. Ironically,
the best channel in this case is the channel with the low-
est raw data rate, the 914MHz WaveLAN. If the MRD on
Node 2 is somehow wise (or just lucky) enough to choose
to route the transfer over the 914MHz link, the transfer will
complete in 260 seconds.

In this experiment, the ability of MOPED/MIXTP to uti-
lize multiple channels enhances throughput while avoid-
ing the decision of which channel to use. Regardless of
which channel is currently optimal, aggregation can achieve
good throughput without even probing for channel charac-
teristics. In comparison to the 1Mb/s channel, aggrega-
tion triples throughput, diminishing the transfer time by 245
seconds—a 69% reduction. When the 802.11b channel is in
a good state, the aggregation is less impressive: from 62 to
46 seconds, still an improvement, but only by 27%.

The MOPED enables the combination of all channels to
the component into a single effective channel for any node
to use. This sharing of available communication resources
satisfies one of the major goals of cooperative mobility.

6.3. Handoff

The benefit of resource aggregation in terms of raw band-
width is clear enough, but aggregation can also be of benefit
to mobility-induced handoffs in areas of overlapping cover-
age. As is the case for bandwidth in the bulk transfer ex-
periments above, aggregation has both a quantitative and a
qualitative effect on handoffs.

In these experiments, we simulate the effect of passing
from the coverage area of one wireless technology, through



an area of overlap, and into the coverage of another wireless
technology. For these experiments, the IR link is disabled.
Initially, the 802.11b link is running at full bandwidth, and
the 914MHz is disabled — this first phase lasts for 15 sec-
onds. We simulate moving from an 802.11b cell into a
914MHz cell and back again. We introduce a smooth degra-
dation in bandwidth on the 802.11b interface by changing
the data modulation with i wconfi g every 5 seconds in
steps from 11Mb/s to 5.5Mb/s, 2Mb/s, 1Mb/s and disabling
the interface completely. After a 15 second period, reentry
into the 802.11b cell is modeled by reversing this sequence
of steps. The overall effect approximates a transition out of,
and back into, the coverage of the 802.11 link. The 914MHz
link comes up as the 802.11b transitions down to 2Mb/s,
and is disabled as the 802.11b comes up to 11Mb/s. The
sequence of events is depicted in the plot in Figure 5.

Handoff performance is dependent on when and how a
transport layer connection shifts its usage of the two link
layers. In a smooth handoff, the best performance that any
handoff approach can hope to achieve is to switch at the
ideal time, when the available bandwidth from the new link
surpasses that of the old link. Figure 6 illustrates a hy-
pothetical handoff from link A to link B. When aggrega-
tion is used, simultaneous utilization of both links during
the overlap period can result in a brief increase in through-
put, instead if a decrease. If the two links are of approxi-
mately equal capability, aggregate handoff can maintain the
integrity of the flow without a reduction in rate.

To examine this hypothesis, we ran the simulated hand-
off scenario using a) MIXTP aggregating both channels,
and b) single-channel MIXTP. To approximate the behav-
ior of a naive vertical handoff, the single-channel approach
performs handoff after the link in use fails. This is often re-
ferred to as late handoff, since the handoff is performed af-
ter the ideal transition point. We illustrate the performance
of the two approaches by presenting a plot of the sequence
numbers of packets originated at the sender in Figure 7.

The rate changes imposed on the 802.11b link by i w
conf i g are not instantaneous, and do interfere with packet
transmission. The results, however, effectively illustrate the
advantage of aggregation for handoffs. The interesting re-
gions of the plots are from 15-30 seconds and 45-60 sec-
onds, all rate transitions take place in these regions. The
higher slope of the aggregate plot during these transitional
regions shows its advantage in bandwidth. The aggregate
transfer finishes almost 20 seconds earlier. The single chan-
nel transfer flat lines briefly at 30 and 60 seconds, the points
at which the link in use fails and handoff occurs. In the pe-
riod from 55-60 seconds, we see that the aggregate transfer
briefly achieves aggregated bandwidth greater than what is
available from the 802.11b link alone (i.e., the slope of the
curve is temporarily greater in the 55-60 range than after 60
seconds, when the 802.11b is back at full speed).
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7. Conclusions and future work

We have demonstrated the effectiveness of a MObile
grouPEd Device (MOPED) in providing enhanced network
services to a mobile user. By aggregating available com-
munication resources, the MOPED architecture enables a
group of mobile devices to cooperate to provide better cov-
erage and throughput, with less variation in channel quality.

Although we have proved the validity of the basic
MOPED concept as a paradigm for group mobility, much
work still remains to be done to achieve the full goals of the
project. Our near-term interests are to study routing inter-
actions within a MOPED. We are researching a framework
for resource-aware routing with the goal of optimizing rout-
ing within the components, and managing traffic flows from
the proxy into each component. We also plan to investigate
mechanisms that will probe paths between components for
performing optimal inter-component routing. The MOPED
has an active routing structure: since one of the key re-
sources to conserve is power, the MOPED routing fabric
can actively bring links up and down.

Other topics for future MOPED investigation are:

e Support for non-MOPED-enabled hosts; sharing the
MOPED’s rich resources with legacy devices.

e Integrating transparent support for aggregating,
wireless-aware transport protocols; allow TCP to be
replaced with a MOPED-specific transport protocol,
using a split connection model at the proxy.

e Develop a user-interaction model for the MOPED.
How should a user configure and manage the MOPED?
A sub-problem to this issue is the application interface
to MOPED functionality.

The area of resource management in a cooperative mobile
environment is a rich one for the MOPED to explore.
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